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the productive non-profit
The vision is a "Connected Productivity Infrastructure” (CPI) and the vehicle is myGenii, a system of integrated hardware and software that enables server-based computing on an enterprise scale to provide a geographically unrestrained and consistent user experience regardless of computing device or location. 

This design simplifies the complexity and reduces the costs of deploying and administering applications and delivering them to employees - on demand, anywhere, anytime, to any device, over any connection (even dial-up). The result is a single, integrated and consistent “Connected Productivity Infrastructure” (CPI) for the productive non-profit. 

In the CPI enterprise, agency information is no longer stored on individual hard drives of PCs and servers where it is far more vulnerable to drive failures, theft, fire, water damage, data corruption, unreliable backup procedures, unauthorized access and other risks. All agency data instead remains in the “bulletproof” data center where it is always backed up, managed, monitored, redundant and secure. 

Whether working at home through a cable modem or while sitting at an airport in St. Louis, staff are presented with a consistent, secure and personalized desktop enabling them to work as easily and effectively as if they were sitting at their desk at the office. 

The economic advantages of this centralized model are compelling. Applications no longer require distribution. PCs no longer require upgrading. Remote offices do not require separate network infrastructures. Expensive high speed dedicated bandwidth (e.g. T1) between sites is no longer required.  Databases do not require synchronizing. Consolidation and economy of scale is now possible -- consolidation of storage, of servers, of networks, of bandwidth, of storage space, of IT staff and of budget -- and the result is reduced complexity and costs.  A singly monthly fee, depending on the number of named users for each month, covers everything.  Training, help desk, moderated end-user meetings, it’s all included.
The Server-Based Computing Alternative 

Microsoft's Windows 2003 Terminal Services and myGenii CPI software enable organizations to have centralized computing environments. Users consequently have all the flexibility and versatility they expect from PCs while agencies enjoy the advantages normally associated with the corporate mainframe world: better security, standardization, control and lower costs. 

This type of architecture is often referred to as thin-client since the fat applications execute on central servers, and just enough thin software code runs on PCs or on Windows terminals in order for them to access the central servers. Since the PCs only show screen prints of the applications, all processing and data remain on the Windows 2003/myGenii central servers. The employees use computers or Windows terminals only as information access appliances. 

Thin-client makes far more sense than utilizing distributed PC processing from a security perspective. Failed individual hard drives do not affect the integrity of agency data. Employees can no longer load their own applications without IT permission. All network access can be channeled through a single data center where it can be much better monitored and controlled. 

Beyond providing an environment that is much more secure, a thin-client architecture also makes far more economic sense than a distributed computing environment. For instance, individual PCs no longer need upgrading in order to accommodate more resource-intensive applications or operating systems. Remote offices generally do not require servers, tape backups, UPS devices or network administrators. And the requirement for PC-support technicians goes away (if a PC breaks, it generally is replaced with an inexpensive Windows terminal that has no moving parts at all and a meantime between failures measured in decades). 

Because users see only screen prints of applications which requires very little bandwidth, a thin-client computing environment enables employees to quickly access their data from anywhere, whether using their own PCs at headquarters, Windows Terminals in a remote office, or when dialing into the home through the Internet. This architecture in turn enhances productivity and generates more enthusiasm among employees who are no longer chained to their desks. Since our IT help desk can use myGenii CPI to shadow employees' sessions, they are able to provide much faster and better support, and can also provide training simultaneously for users across the agency. 

Reliability is greater because the servers and data are housed in a data center built for the task including much better reliability, security, administration and redundancy. Compare this to a typical PC environment where agency data is stored on hard drives of PCs and local and remote office servers distributed throughout the organization.

Applications are deployed to users around the county (or country) in a matter of  minutes meaning that employees have much faster access to relevant software and information. New employees can be set up in a matter of minutes simply by taking a Windows terminal out of the box and plugging it in. Remote offices can come on line with nothing more than Windows terminals, a hub, router and Internet connection. 
Thin-Client Computing

The myGenii client enables old PCs, Macs, UNIX workstations and many handheld devices to run applications via server-based computing. Even when working via thin-client at home through a DSL line or cable modem, employees still generally experience application performance comparable or better than using a PC at the office. An old Pentium II PC with 32 MB of RAM now performs just as fast as a new $800 computer.
Thin-client enables tremendous reductions in administration expenses. A 1999 Datapro report said, "the staffing required to support fat client PCs is at least five times greater than for Windows terminals or PCs that are configured as Windows terminals." Installing a new software application under thin-client only occurs at the server level. All of the users then run the new application without requiring any software distributions to, or upgrades of, their PCs or Windows terminals.

myGenii software enables an instructor to provide simultaneous trainings for users around the world by having them "shadow" her desktop. This reduces both the requirement for travel and the need for help desk responses to new application roll-outs.

A New Computing Paradigm

It has taken many years for the technology to become accepted as an enterprise replacement to distributed PC computing. A thin-client environment is a very different computing paradigm that combines the versatility of the PC with the centralization (and lower cost structure) of the mainframe world. 

Some IT managers have been reluctant to migrate their organizations to thin-client because they are afraid that their users will not relinquish their PCs. Most employees, though, are primarily concerned with productivity. Because thin-client technology enables them to work more efficiently, they prefer Windows terminals to PCs.

Another common IT manager concern is that a thin-client environment puts all computing eggs into one basket. This is true, but it is a good thing.  Everything is centrally located in a world-class data center.  Things like redundant Internet links to the data center, redundant, load balanced servers, backup generators, etc. can provide a level of security and reliability unobtainable in a distributed PC computing environment.  It is also much easier to secure a single point of access then the many security “holes” that are required in a distributed PC environment. 
Security
The agents of the status quo, when confronted with the economic arguments, argue that a centralized computing model is somehow not as secure. It is hard to imagine an environment LESS secure than allowing organizational data to be stored on individual hard drives of PCs and largely unmanaged servers distributed throughout the agency. 

And certainly it is far less secure to allow multiple access points into the agency network (lots of local PC’s) than it is to restrict all access to a single port in the data center where it can be monitored and managed much more easily. 

How it Works 

Access infrastructure security starts with enabling centralization of application infrastructure and placing access control completely in the hands of highly skilled IT staff and on enterprise class hardware. Centralizing the computing architecture significantly enhances organizational security on many levels with regard to data, applications and user security. myGenii's centralized role-based controls allows us to easily restrict who gets access to what information and when. 

myGenii transmits "Information pictures" over the network rather than sending real agency data over potentially non-secure connections. The transmissions are then completely scrambled and encoded, allowing secure use of the public Internet for connectivity. This also enables effective management of the authentication process. 

disaster recovery and business continuance 
"A server-based computing model is vulnerable to a single point of failure!" shout the status quo agents. In fact, storing data on local PCs and servers makes true business continuity nearly impossible to accomplish at any cost. Assume that your main office suffers a fire that destroys the local file, e-mail servers and a few PC’s. You might be lucky enough to have an up to date, verified and off-site backup of your data from last night on tape.  How long would it take to purchase new servers, rebuild them and then restore your data?  How long would it take to replace the employee desktops?  Do you have backups of the desktop computers?  Employees are likely to be unproductive for an extended period of time, and the lost organizational data may simply be irreplaceable. 

Now consider the same scenario, but in the myGenii CPI. There are no local servers or PC’s to be destroyed. Even inaccessibility to the whole office is not a deterrent from an access infrastructure perspective; employees simply shift to another office or go home and dial up through the Internet to continue their work uninterrupted. 

The enormous savings the company realizes from no longer maintaining a client-centric architecture often enable resources to be used for mission critical clinical or outreach activities.  

As you have a world-class data center equipped with the latest in fire-retardant technology and in high-quality, redundant equipment, no matter what happens, employees are able to continue working without losing access to any information. 

regulation risk
Despite the enormous cost savings, security enhancements, disaster-recovery capabilities and other benefits of access infrastructure, it is exceptionally difficult to have the vision to break your organization free from the client-centric paradigm. 

Surprisingly, the government is now providing the impetus that appears to be giving agencies the jolt they need to alter the status quo. HIPAA, which just went into effect on April 25, 2005, requires many organizations to meet specific standards with respect to the security of their client’s electronic records.  It doesn't matter whether the information is stolen, only that the data is accessed. 

Maintaining personal data of your clients on local servers and PC’s, is undeniably assuming risk. If a manager fails to disclose unauthorized access of the server, a PC, or even an e-mail or document, the agency is liable. Lawyers are hungry for class action lawsuits, and the resulting discovery, litigation and negative public relations for organizations could be painfully expensive. 

In light of the new regulatory environment, why would any organization ever allow remote branches, or any employees for that matter, to store agency information of any kind on local servers or hard drives? Transforming into a productive non-profit significantly reduces the risk of confidentiality breaches and litigation threats while saving truck-loads of money in the process. 

Managed Heterogeneity 
One of the many advantages of the myGenii Connected Productivity Infrastructure is its ability to manage heterogeneous environments. Users have access to a wide variety of agency applications, data and services across any computing device whether PCs, Macs, Linux workstations, PC tablets, laptops, hand held devices or smart phones. The system knows their identity and the user interface dynamically adjusts to their devices, locations and preferences. 

In addition to making the Windows 2003 Terminal Services platform on which the myGenii runs, Microsoft also produces products such as Microsoft Operations Manager for improved management, ISA Server for data center security and Share Point Portal Server for enhanced document management. Many other agencies also work to enhance the access infrastructure design including Windows terminal manufacturers such as Wyse. Windows terminals are display devices that now start at prices below $350 and which can simply be unboxed and plugged in. 

New employees consequently access their desktop in minutes rather than waiting weeks for a new PC to be provisioned and configured. And with no moving parts, the Windows terminals often have a meantime between failures measured in decades. 

The Windows Terminal Alternative
Windows terminals are made by dozens of manufacturers including Wyse, Maxspeed, NCD, Unisys, IBM and Compaq. They are simple display devices without any hard drives or floppy drives or moving parts of any kind. They enable access to nearly all agency software normally run on PCs including DOS and Windows applications, browsers and mainframe emulation programs. Windows terminals power up quickly, do not require upgrading and consume only 7-10 watts of electricity per hour. 

Windows terminals tend to cost around $350 including a network card. They can be installed in only minutes instead of the hours typically required to install and configure a networked PC. Users see a customized desktop that shows only the icons of the applications which they are authorized to access. 

Windows terminals typically have a meantime between failures measured in decades, meaning that maintenance is minimal. If a unit does break, a replacement terminal is simply plugged in. There is no need to worry about transferring data since it resides at the data center. 

Mature and Reliable Technology
"Because of fears of a worldwide economic decline in 2001, many organizations will avoid PC upgrades by deploying thin-client applications." -- Peter Lowber, Gartner senior research analyst, April 2001

The combination of Windows 2003 Terminal Services and myGenii CPI enables most applications to be deployed on an enterprise scale without any degradation in performance and with exceptional reliability. The inclusion of Terminal Services as part of Windows 2003 signifies its march into the mainstream. In a 1999 front page Wall Street Journal article, Steve Ballmer was quoted saying, "Server-based computing is great. It's happening. It's part of our strategy."

According to the high-tech marketing model presented in Geoffrey Moore's famous book, Crossing the Chasm, thin-client computing appears to have made the transition from early adopters to early majority. One confirmation of this transition is the eagerness of industry leaders such as IBM, Dell, HP/Compaq, Microsoft, SAP and SunGard to offer products and services that use this technology. 

CIOs and IT managers in the corporate sector are increasingly refusing to acquiesce to the status quo. They are using thin-client technology to improve their users' computing experience while simultaneously saving their organizations vast sums of money. Some of the largest organizations in the world are now migrating largely or entirely to a thin-client environment. And, they are helping our physical environment in the process.

HIPAA/Legal Risks
HIPAA requires that organizations be able to protect and track disclosures of a client’s protected health information.  Organizations could, of course, continue destroying non-pertinent email and related documents and just maintain those messages that might be relevant to an investigation. But, this strategy is fraught with problems. Even if an agency could somehow work out a categorization scheme for determining which emails and documents to store, it would be a subjective process distributed to different individuals. It would consume tremendous personnel resources and still be far from infallible. 

The same type of problem can be envisioned by enabling employees to create and store documents on their local PCs. Suppose a document is saved on an employee's local hard drive that lends support to evidence of discrimination against a whistleblower. Management's lack of knowledge about the document's existence could lead them to be severely blindsided in a court proceeding. The same scenario could happen with any documents that establish or validate a trail of facts that ultimately led to the conclusions made in auditable statements about the disclosure of a client’s protected health information. 
There has never been a more important time to reexamine the practices and procedures around agency document and email retention. With a server-based computing environment supplemented with our salient policies, a Executive Director can sign the HIPAA compliance document without wondering if an email or document exists that might make her certification inaccurate, exposing the organization to significant fines. 
Server-Based Computing Security Benefits
If it wasn't clear before the Slammer, Blaster and Sobig viruses wreaked havoc on corporations throughout the world in 2003, it is very clear now -- the task of maintaining desktop PC security in organizations simply can not be accomplished economically. It requires an army of IT staff to test, regression test, and deploy operating system and application patches. 

The Slammer Virus, released in early 2003 illustrates the speed at which security threats spread. Slammer Infections doubled every 8.5 seconds, infected 75,000 hosts in the first 11 minutes and caused network outages, airline flight cancellations and ATM failures. 

The Blaster and Sobig worm infections epitomize the nature of security issues today. Most IT organizations had made the appropriate perimeter security changes at the firewall and network levels to keep Blaster and Sobig from causing significant problems. Because of the overwhelming task of updating all of the desktops, however, the patch, though it was readily available for six months prior to the attacks, was not tested or installed on most agency PCs. 

So, when an employee unknowingly brought in an infected floppy disk and plugged it into the network, the entire organization's network was infected from the inside. No amount of perimeter security discipline could have warded off this kind of unintended internal attack. Despite the lack of intentional harm, the attack still resulted in huge costs in the form of lost data and productivity. 

Microsoft has released nearly 1000 security patches in 2003 for a wide assortment of operating system and application security vulnerabilities. Although some industry analysts have been quick to point to Microsoft as the problem, security bulletins have also been recently released for all versions of Linux and most versions of UNIX. But, these operating systems represent only a fraction of the agency desktop computers, and thus their vulnerabilities have not had as widespread an impact. 

Clearly though, regardless of the operating system, even one patch distribution for dozens of geographically dispersed desktops and servers can be a daunting task to test, distribute, and troubleshoot. Even if Microsoft succeeds at reducing the patches to one distribution a month, the task is still enormous. 

As organizations are becoming aware that the desktop patching battle simply can't be won, some are turning to and enterprise deployment of the myGenii CPI Access Suite as their method for running applications. This type of architecture emulates the more secure mainframe hosting model and enables organizations to utilize thin client devices and/or highly locked-down PCs. 

These devices are not prone to the typical PC vulnerabilities because of their locked-down nature and modified/slimmed-down operating systems. The process of centralizing and consolidating data, applications and network access means that organizations need to focus only on their mission, not on IT. 
The Evolution of Access Infrastructure 
Terminal Services (the core myGenii technology) has been around since the debut of Microsoft Windows NT 4.0 when it was manufactured as a separate product called NT 4.0 Terminal Services Edition (TSE). TSE utilized the MultiWin technology that Microsoft licensed from Citrix Systems. It enabled users to log on to virtual Windows NT 4.0 sessions with the same desktop and application look and feel of Windows NT 4.0 Workstation. Most organizations at the time utilized the technology simply to facilitate basic remote access. 

With Windows 2003, Terminal Services was integrated directly into the operating system. Organizations began viewing the product as a vehicle for re-architecting their PC environment by hosting both Windows- and Web-based applications on central Terminal Services server farms. A whole ecosystem of complementary software and hardware manufacturers evolved to support this use of the technology, which has gone under many names including thin client, server-based computing, server-centric computing, application serving, and ASP services. myGenii is now referring to information access-enabling technologies as Connected Productivity Infrastructure. 
The original appeal of this architecture was twofold: it enabled organizations to reduce their IT budgets by eliminating the constant requirement for PC upgrades and maintenance, remote office servers, and application distribution. It also was a boon to users because it gave them truly ubiquitous access to their "desktop" wherever they happened to be working. 

return on investment

In a 2002 research project, Giga Information Group determined that the average risk-adjusted payback for the firms participating in the study occurred within 11 months of deploying server-based computing on an enterprise scale. 

Many case studies show hard dollar savings ranging between $700 - $1,800 per PC per year for those organizations migrating to server-based computing. And this does not include soft cost savings and benefits such as less downtime, effective telecommuting, collaboration based productivity gains and reduced requirements for peer support. 

The New Security Consciousness 
The terrorist attacks of September 11, 2001, were the catalyst for a new security consciousness that has become pervasive in the IT world. At a recent national Microsoft top reseller meeting, the Redmond software giant strongly urged all participants to start a security practice if they didn't already have one in place. Attacks by nefarious worms and viruses such as msblast.exe and Sobig.F have stepped up concerns. And the government is adding even more pressure with new regulations such as Sarbanes-Oxley and HIPAA, which demand whole new levels of IT controls and data confidentiality. As a result, organizations are now beginning to look at implementing access infrastructure as a way to proactively improve security. 

Virus, Worms, and other desktop security vulnerabilities
Organizations are daily fighting a losing battle against new worms and viruses. But just as it is better to build a strong defense against biological viruses before their attack, so is it true with their digital equivalents. And the best defense is to create a healthy IT immune system resistant to emerging and mutating external threats. This includes both reducing the probability of infection by viruses as well providing better isolation and extermination of any contaminants that do make it into the system. 

Access infrastructure enables agency applications to be hosted in central data centers rather than on individual PCs or on remote office file servers. Only screen prints, mouse and keyboard clicks actually travel between clients and the agency data centers, effectively isolating the clients from agency and each other in terms of a path on which the virus can travel. This in turn diminishes the chances that a virus comes in via a careless or unsuspecting user or that any virus that makes it into the data center can inflict costly damages with numerous remote users. 

Access infrastructure means consolidation: consolidation of servers, consolidation of storage, and consolidation of processing. Consolidation of applications is also a frequent outcome of central hosting as organizations eliminate overlapping software functionality. Fewer machines and applications make it easier for IT staff to provide required protection and clean-up

Thin clients, also called Windows terminals, are a fast growing category in the access infrastructure ecosystem that eliminate many of the security concerns with PCs. These machines are simple display devices similar to mainframe terminals with no hard drives or moving parts. While dozens of smaller agencies such as Wyse and Neoware continue to dominate the market, HP has recently entered the fray with its own line of Windows terminals. If stolen, a thin-client is useless and contains no sensitive information.
Windows terminal users are largely impervious to virus and worm contamination since they do not have full-blown local operating systems. Similarly, PCs that are configured as “locked down” Windows terminals are resistant to contamination. 

Limited points of access also makes it easier for our IT staff to maintain network security and to ensure the latest patches are up and running on both servers and firewalls. When remote offices run all applications from a properly configured central data center, only the introduction of an outside machine into the network can enable contamination. Since this never happens, the risk is eliminated.  
The process of centralizing agency applications such as email furthermore enables organizations to devote the resources necessary to prevent viruses from getting into the system. We can easily and proactively prevent systems from being infected by blocking applications and behavior that are known to produce unacceptable results. Standard anti-virus applications can also be maintained more easily and affordably on a limited number of data center servers rather than on servers and PCs across the enterprise. 

Data Security 
Most security failures do not happen because of technology failures, but because the technology was not configured and managed properly. By eliminating the storing of agency information on local PC and remote office server hard drives, the tasks of managing backups, monitoring access, and providing database synchronization are eliminated. 

Windows Applications Security
Large organizations tend to have dozens, if not hundreds, of miscellaneous overlapping applications that users and departments have implemented over the years. By limiting access to centrally deployed applications, organizations can begin the process of eliminating the productivity, security, and potential licensing issues that accompany user-installed applications. This also enables the organization to instantly implement best practices in providing the optimal applications for all appropriate users, and then more effectively support the usage, version control and security aspects of those applications. 

Web Applications Security 
Web applications are often thought, mistakenly, to provide the same benefits as thin client applications. The management issue in particular can become the biggest obstacle for secure Web application deployment. The browser itself is a rather "fat" client that must be installed and configured for each user, with specific settings and configuration parameters required for a Web application to run properly. 

Security patches have to be regularly installed and consistently deployed, or a major security hole will be opened. With myGenii, the browser is installed on our servers as well as all security utilities and patches. With Web Applications, you have no way to know what browser someone might be using to connect to your web application. There are no such concerns with myGenii as we have full control of the entire infrastructure.  
Access Security 
Virtual Private Networks, or VPNs, are used extensively throughout agency IT as effective remote access solutions. Both IPSEC (IP Security) and SSL VPNs connect remote users and sites to a company's agency VPN network. But, not only can they fail due to lack of proper configuration and management, at their best VPNs secure only the transmission of data, not the data itself. The actual data is not secure, and thus data stored locally on a PC or laptop connected through a VPN represents a significant security loophole. If a laptop or PC with this data is stolen, lost, compromised, damaged, or infected, a disaster can result. 

Additionally, IPSEC VPN clients can be rather hefty, and must be installed and configured for every system and then updated regularly. This is complicated, time-consuming and costly to do. With myGenii, there is no VPN client to manage, and all other security management is done centrally, where the data resides. With access infrastructure, there is no data stored locally on the local PC, laptop, or thin client, so there is no risk of data loss, corruption, or infection from the local machine. 

Government Regulation 
Microsoft says that the Sarbanes-Oxley Act will "perhaps, have the single largest impact on the corporate world in the last 100 years." Potential penalties for failing to comply with mandates around internal controls and document retention can result in fines of millions of dollars and extended jail terms. Other recent laws such as the Health Insurance Portability and Accountability Act of 1996 (HIPAA), which requires the safeguarding of the privacy and security of patient-identifiable information, also carry large penalties for failure to maintain adequate IT controls. 

In light of the new regulatory environment, it is a risky approach to allow remote programs and individual users to store agency information on local servers or hard drives. The theft of a single computer from your office could potentially have huge negative consequences.  
All communications, documents and work flow both originate and are stored on secure central servers that are not open to the public Internet. Agencies need to eliminate the "personal" from personal computers and instead turn them into information access appliances. Doing so ensures that management will always have copies of every stored document and will be able to utilize software and hardware products to better protect and access the central information. 

The Future 
By naming Citrix (maker of products that add value to Microsoft’s Terminal Services) its 2004 ISV Partner of the Year, Microsoft is giving a nod in the direction of sanctioning Terminal Services as an acceptable mainstream architecture.  
HIPAA and the increased financial pressure brought on by things like health insurance costs, may be forcing PC-based organizations to finally confront a seemingly simple question: which makes more intuitive sense, storing agency information on individual hard drives of PCs and servers across all of our locations, or centralizing all agency information in a professionally managed data center where it is always backed up, managed, redundant and secure? All communications, documents and work flows both originate and are stored on central servers. Your data and sensitive documents are never exposed to the Internet yet can be shared to anyone, anywhere.  

Agencies need to eliminate the "personal" from personal computers and instead make them information access appliances. Doing so ensures that Management will always have copies of every stored document and e-mail and will be able to utilize an advanced set of software tools to have real-time access to data to make better management decisions. 

return on investment

In a 2002 research project, Giga Information Group determined that the average risk-adjusted payback for the firms participating in the study occurred within 11 months of deploying server-based computing on an enterprise scale. 

Most case studies show hard dollar savings ranging between $700 - $1,800 per PC per year for those organizations migrating to server-based computing. And this does not include soft cost savings and benefits such as less downtime, effective telecommuting, collaboration based productivity gains and reduced requirements for peer support. 
Escaping the Matrix 

Maybe it will be HIPAA, another network outage, or simply needing to find money to pay rising employee health insurance costs to provide the incentive to shake off the daze of the resource-intensive distributed processing environment. The myGenii CPI provides a far more appealing alternative: ubiquitous, instant and highly secure access to agency applications, information, people and processes. Improved support, better security and true business continuity are attributes of the productive non-profit. 

So the choice is yours. Forget what you just read and go back to the familiar complexity, high costs and lowered productivity of the client-centric matrix. Or, consider myGenii and break free to the agility, mobility, flexibility and lower cost structure of the productive non-profit. 
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