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Session Outline

Meet the panelists

What 6s 1t all about ?
The Basics: keeping it simple

Getting buy-in

Some practical, tactical tips

Panel Discussion: Preparation Best Practices
Panel Discussion: Recovery Best Practices
Your guestions
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Meet the Panelists

Tony Dempsey

Manager of Information Technology, American Association of Colleges
of Nursing

Graduated with a BA in Economics from Newcastle Polytechnic,
Newcastle, England; in the USA for 24 years

MCSE certified, 11 years IT experience in both support &
management roles; 9 years in non-profit environment

Experience includes network administration, end-user support,
database design, application design, business continuity planning,
end-user training

Previously worked for Signal Corp. on government contracts; journalist
at USAToday
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Meet the Panelists

MD Huda

Senior Director of MI S, Maryods Cent
Graduated of Bangladesh University of Engineering & Technology
MCSE, trained as CCNA & CSPFA, CISSP candidate

20 years experience in various IT environment including Hardware,
Software, Architecture, Computer aided design, Security, EMR,
HIPAA, Management, Planning & Implementation

Worked in USA, Singapore & Bangladesh
7 years of non-profit experience; 4 years in IT management
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Meet the Panelists

Tim Johnston

Chief Technology Officer, NPower Greater DC Region

BA Psychology from Duke University; MBA and MS in MIS from
Boston University

20 years IT experience

Database development, IT management, business continuity, web
development and marketing, non-profit management

CIO at $130MM non-profit, Business/Marketing for non-profit online
medical courseware developer, database consulting business,
Executive director of a non-profit
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What 6s it al | About ?

What Is a Disaster Recovery Plan?
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What 6s it al | About ?

Some Terms

Disaster Planning
How do you prepare for a disaster, reduce risk, impact

Business Continuity

What 6s i nvolved I n keeping the
How to ensure processes continue despite a loss of
Infrastructure
Disaster Plan
Usually, what wedre going to do

May be broad enough to answer the continuity question, but
that s frequently missing
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What 6s it al | About ?

The Worst Case Scenario
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What 6s it al | About ?

The Basic Truths

Disaster Recovery is not an IT issue; you should own the IT part

Todayos business and system compl
guantifying risk more daunting than ever before

Before you can manage risk, you must identify it and quantify it
Appropriate response is defined differently for each organization

You can decide to do nothing*

* important caveats follow

Planning is evolutionary and ongoing
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What 6s i About ?

The BaS|c Truths

“Yowr‘ NTEN 2007
ng:':> Disaster Preparedness Today Putting technology know-how in the hands of Non-Profits




What 6s it al | About ?

The Basic Truths

Todayos fast and compet |
environment

And system complexity

Make identifying and quantifying risk more
daunting than ever before
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What 6s it al | About ?

Disaster Recovery: Then and Now

e,
s
-

= .;-‘,‘ P i i AT = -
LT ¢ i i3 Sl
— A Ry 5

Then;

A Move operations to the curb

A Local customers, suppliers,
communication expectations

- ..|A Find another DEC PDP11 at the market
‘& |Now:

Wider spheres of influence and
communication

More stakeholders with different
communication expectations

More competition/substitutes
Much faster cycle times |
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Before you can
manage risk,
you must
Identify and quantify it




The Basics

ldentifying and Quantifying Risk

Risk Factors: What does it look like?
Probabilityd High, Medium, Low
Speed of onsetd Sudden, Gradual
Forewarningd Yes, No
Durationd Long, Short, Indeterminate

Risk Impact: What can it do?

Financiald what 6s the cost to fi x? Wh at
Operationald how does it affect operations?
Humand what 6s the I mpact on staff, cl

Reputationd how would this affect your reputation (funding, clients)

Risk Mitigation: What are the options for avoiding it?
Costd What can you afford to do?
Degreed What do you want to do?
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The Basics

What to Plan for?!

= YES
Server/Equipment failure

Power/Internet outage
Fire

N

E?
Avian flu

Nuclear holocaust
Hostile takeover
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Appropriate response
IS
defined differently
for each organization




THREE

THE BASICS

Putting technology know-how in the hands of Non-Profits




The Basics

Plan Elements

The Business Impact Analysis

Identifies the threats to your people, processes, and
technology

Quantifies potential damage of interruption by threats

The Disaster Recovery Plan

Spells out the why, what (and what NOT,) who, where, when,
and how;

Of your intended (appropriate) responses to identified risks;
Given your organizational ability to avoid these risks
And your collective tolerance for risk.
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The Basics

| t 0s t he Conti nuum, S

You can decide to do nothingée but pl an f or hat
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The Basics

What 060s Reasonabl e?

Unreasonable:
No written plan

Reasonable:

Conduct a Business Impact Analysis
for each department, process, or core
function

|dentify what you will and will not do.
You can decide to do nothing for
some processesd but document that
decision

Fit the plan to match organizational
and individual risk preferences

Modify, grow, adapt as systems,
processes, stakeholders, and risks
change
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